Alert: Computer freeze or blue screen error (BSOD) after Adobe Flash Player update

How do | create a firewall rule to allow / disallow use of a certain

application? (5.x)

KB Solution ID: SOLN2843|Last Revised: October 26, 2011
The ESET Personal firewall acts as a network traffic filter that regulates communication within the local network or
Internet. Using predefined rules, the Personal firewall analyzes network communication and decides whether or not to
allow it. You can configure your Personal firewall to make exceptions for certain applications.

To create an application-based firewall rule, follow the steps below:

Open the main program window by double-clicking the ESET icon @ next to the system clock or by clicking Start =
All Programs = ESET = ESET Smart Security.

Press the F5 key on your keyboard to access the Advanced setup window.

NOTE:

If your settings are password protected, you will need to enter your password and click OK to complete this action
(This password is different from the ESET product username and password. For more information on this

password, click here).

In the Advanced setup tree expand Network and click Personal firewall (see Figure 1-1).

Select Automatic mode with exceptions (user-defined rules) from the Filtering mode drop-down menu.

@ ESET Smart Security

Advanced setup

[#--#8 Computer

- Network

& Web and email

G- Parental control
(Y Update

% Tools

[+-- W& User interface

[ Personal firewall
o Connection view

Personal firewall
Filtering mode

Automatic mode

Automatic mode

Automatic mode with exceptions (user-defined rules

Interactive mode
Policy-based mode
Learning mode

Firewall user profiles

The Personal firewall behavior can be quickly altered using profiles. Custom rules can be set

to be applied in particular profiles.
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Click Setup... in the Zone and rule editor.

In the Advanced setup tree, expand Personal firewall and click Rules and zones.
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A Trusted zone is a group of computers to which this computer is visible. An example of a

Trusted zone is @ home or office network.

Do not display dialog with Trusted zone settings when changes in the network adapter
settings are detected (e.g., change of IP address)

Zone and rule editor

Rules define how the Personal firewall handles incoming and outgoing network connections.
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Click New in the Zone and rule setup window.
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Rules | Zones

Rules define how the firewall will handle network communication. Rules can allow or deny particular applications, remote computers and
specific ports communication. For more information about rules, dick here.

Toaale detailed view of all rules Display rules used in the profile: [AI v]
Application /Rule Trusted zone in Trusted zone out  Internetin Internet out
ules with no application assigned Specific Specific Specific Specific
[“1Host Process for Windows Services = Specific = Specific = Specific = Specific
[m"|windows Logon User Interface Host = Specific = Specific = Specific = Specific
[n|Services and Controller app = Specific = Specific = Specific = Specific
[="Local Security Authority Process = Specific = Specific = Specific = Specific
{8 windows Logon Application = Specific = Specific = Specific = Specific
= Specific = Specific « Allow = Specific
(_New ] [ Edt | [Delete(Del]
T | @ok |[ Cancel |
Figure 1-3

Click the image to view larger in a new window

Enter a name for your rule and select Allow from the Action drop-down menu (see Figure 1-4).

Click the Local tab.
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. Click Browse... and navigate to the location of the application you wish to create the rule for. Select the application
and click Open.

. Make sure you see For every next to the Remote side: and Local side: port settings and click OK to create the new
rule.
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